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Introduction

Virtual Organization Management Registration Service (VOMRS) supports the notion of group and group roles. A group is an organizational entity defined by the VO which refers to a subdivision of the VO's overall project, and to which some subset of the VO's members are assigned, according to their responsibilities in the project. Group roles are roles that correspond to particular computing privileges at a grid site and to which VO members may be assigned. Group roles are defined VO-wide, not by group. In fact, group roles have nothing to do with groups except that the assignment of group roles to members in VOMRS takes place within the context of group.
The last sentence might be questionable.  In the authorization process we have in place today (not to say it would not change), it is the combination of group and group roles that defines the privileges you have on the grid.   The role is always used in combination with the group.  So a person with role A in group 1, might have different privileges than having that same role A in group 2.   For sanity sake, you would hope the “meaning” of the role was the same across the entire VO, however.  Now I’m not sure if this is true in the storage element.  Abhishek would have to address that.
Roles should be defined within a Group and not VO-wide. Related tickets: https://savannah.cern.ch/bugs/?func=detailitem&item_id=15244 https://savannah.cern.ch/bugs/?func=detailitem&item_id=15079 Let’s continue this discussion in savannah.

Current Implementation

In VOMRS groups are organized hierarchically. All members are assigned to a root group and can not be removed from it. A member assigned to a given group (somewhere down in the hierarchy) is automatically granted membership in the group's top parent group, although not in any intermediate parent groups 
(is this true?). 
(It is OK to belong to all intermediate Groups in the Group hierarchy.)  
Each group may have assigned a Group Owner and Group Manager. The ownership attribute of a parent group is automatically inherited by a child group. 

Group Owner has the following privileges and responsibilities within his group: 

· Access to members public information 

· Creation/deletion of subgroups

· Creation/deletion of group roles 
However, these group roles are VO wide and have the potential to have different meanings in different groups and will likely have that happen.
      “Creation/deletion of group roles” will be OK when savannah ticket #15244 will be implemented.

· Assigning/removing members to/from group and group role 

· Assigning administrative roles of Group Owner and Group Manager to members

Group Manager has following privileges and responsibilities within his group:

· Access to members public information 

· Assigning/removing members to/from group and group role 

· Assigning administrative role of  Group Manager to members

VO Admin has all the rights of Group Owner and Group Manager.

An applicant or a member in good standing can select to be assigned group and group role at any time. 
Yes, but the GroupManager has to approve the user’s request according to https://savannah.cern.ch/bugs/?func=detailitem&item_id=15011 If the GroupManager is slow or absent, the VO-Admin or Representative or GroupOwner should have the right to approve such requests.
Member’s group and group assignment is propagated to VOMS if VOMRS is synchronized with an appropriate VOMS instances.
VO Admin, Group Owner, Group Manager can assign or de-assign member to/from the group or group role at any time. 
In addition, VO Admin, Group Owner, Group Manager and Representative should be prompted with a relevant notification email to approve/enable users’ self-subscription to a Group &/or a Role according to the relevant comment above.

As soon as a member is de-assigned from the group (group role) he is blocked from selecting this group (group role) again. Only administrator can re-assign this person to blocked group (group role).
New Requirements

The following changes have been requested:

· Applicant and member should be able to select groups and group roles

( I thought they already could. 2 paragraphs above says this.).
Yes, but they should be approved/enabled by Group Manager or other authority as explained above.
· Administrator should be able to approve/disapprove group and group role selection (same thing only 1 paragraph above)
· Member should be able to request re-assigning to the group and group role via VOMRS

· Each group and group role should have definition that will be available to the user during selection

· Administrator  should have interface to change the group and group role definition

Proposed Implementation
In order to satisfy the abovementioned requirements and try to minimized the effort required from administrators to maintain groups and group roles configuration we proposed the following solution:

1. Each group will have additional attributes:

a. Description: defines the purpose of the group

b. Access – where “Open”  means that member can select this group without administrator approval, “Restricted” access means that member can submit a request to be a member of this group and will need administrators approval

I vote against “Open” subscription all together. 

2. Each group roles will have additional attribute:

a. Description: defines the purpose of the group role

Question: Who should have rights to add group roles and change its description? Any Group Owners? Only Group Owner who created it?

(My vote is for VOAdmin only.  This is something that has to be coordinated with all the VOMS/GUMS folks on the grid in order to get the right accounts assigned.  It is totally unclear how this will occur.)
I agree with John on this. 

3. Group roles are defined on VO level but is not automatically associated with group. 
      (Requires same coordination in terms of  VOMS/GUMS/gPalzma)
No. Group roles (mentioned as “Roles” in  other places of this paper) should exist only under given Groups (bug # 15244).

4. Group Owner can associate the group role with a group, at this time he can define the access of this group role within the group ( “Open” access means that member can select this group role without administrator approval, “Restricted” access means that member can submit a request to have this group  role within a selected group and will need administrators approval)

Yes about association but all access should be restricted.

5. Applicants and members can select the group and group role that is associated with the group.  If selected group/group role status is “Restricted” relevant administrator will be notified and approval will be required, if the status of group & group role is “Opened” member is assigned to group/group roles right away.
No, they should  be approved/enabled.

Question: should a Representative be able to approve/block applicant group/group role selection?  
Yes, they should be able to approve/block…

Does Representative know about group/group roles in all the cases? 
They may not know about group/roles but as a higher authority they should be able to approve/block anyway (I am asking ROC and VO managers on this to be on the safe side).
The other possibility do not approve an applicant until all Group Managers approve/denied selection of all “Restricted” group and group roles
This is a wonderful idea. Representatives  should be notified of course.
6. If applicant or member is “Denied” group selection, they can try to request it again. In this case the selection of a group /group role with both “Restricted” and “Opened” statuses will require administrator’s approval.

Question: How we will handle a rogue user who will keep sending request for approval?  (2x4… and for the pacifists amongst us, a strong “tsk, tsk”)
7. Group hierarchy:

Question:  Can a person be a member of a group and not a member of subgroup?
Yes. 

If parent group access is restricted can child group have “Open” access? 
No.
